Digital Emcomm 


Tom: Cloonan NL7FQ 
Communications Academy 
April 11, 2015 
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Emergency Communications 


Is all this training and preparedness really 
necessary? We haven’t had a major disaster in 
our area in along time other that that small 
volcanic eruption last century and an earth 
quake last decade. 
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Emergency Communications 
You bet it is. 


The National Guard out in the parking lot 
believes it. Their exercise today is the start of a 
series of exercises that culminate with the 
regional Cascadia Rising exercise in 2016. 


lf we get a, what some believe is long over due, 
9.0+ quake this area’s infrastructure will be 
crippled for a long time. 
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For Exercise Purposes Only 
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Emergency Communications 


With cell phones, 800 mhz radios, sat phones 
and well equipped government agencies, is ham 
radio really necessary? 
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Emergency Communications 


You bet we are. 


From FEMA to the National Guard to the + 
commercial carriers, it will take 24 to 48 hours : 
for them to mobilize and they are counting on us : 
to fill in the gap. 

How long were hams deployed to the Oso slide? 


3 WHEN ALL ELSE FAILS! 
Ham Radio Works! 


Communications 


What type of communications can we be 
counted on to provide? 


e Tactical — immediate need 


e Routine — non priority traffic 
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Communication Modes 


e Use the best mode available under the 
circumstances: 


— Phone 
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— Internet / E-mail 
— FAX 
— Runner 
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— Walk across the room 
— Radio 

e Voice 

e Digital 


146," & & estate) 


e Voice: 


Communications 


— Tactical : immediate needs 


Evacuation notice 
Personnel movement 
SAR operations 
Fire/Police requests 
Life safety 

Hazmat 


Control the flow of digital traffic based on message priority 


Use a voice station to control the flow of digial messages. Net control set 
priorities based on the messages precedence.. 
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Communications 


¢ Digital 


— Routine 


e Contact list of key staff 


e Evacuee / shelter roster *. 
e Weather 
e Logistics 


— Requests for equipment/supplies 
— Required medications 


Sitreps 
Road closures 
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Why digital 


e Faster than voice 
e More accurate — not subject to transcription errors 
e Many modes — choose the one best suited to conditions 
¢ Spectrum efficiency 
e Perfect for data 
— Lists 
— Forms 
— Templates 
— Health and welfare messages . 
— Data can be stored, sorted, further processed or summarized 


Digital Mode Efficiency 


e How long would it take to send the Gettysburg 
address? 


— Voice 120 seconds @ 9db s/n 
— MT63-2000L 86 seconds @ -2db s/n 
— Olivia 504 seconds @ -11db s/n 


There is a mode for all band conditions 
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Standardization 


e Interoperability 
— Need proven in the 911 response 


— Software programs / Digital Modes agreement 
— Between 2 hams there are at least 3 opinions on 
any subject 
— Equipment interconnection 
e Power poles 
e Antenna connections 
e PC / MAC / Linux OS 


Training 


e Be prepared 
e A disaster is no time to experiment on new 
technology 


¢ Train to your standards and refresh training 
regularly 
e Documentation 
— Review to reflect changes 
— @EOC 
— Ingo kits 
— On-line 
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Digital Modes 


e Fidigi — a suite of modes 

e Winlink RMS.Express 

e EasyPal —a picture is worth a 1000 words 
e D Star 

e APRS messaging 


One to many 


Over radio only 


Can use voice repeaters 


Cheep and simple 


— Can be just a radio and computer 


— Soundcard Interface makes it easier and 
consistent: Signal Link or Rigrunner 


XP / Vista / Win 7 & 8 / Linux / MAC 
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Fidigi 


HF / VHF / UHF 

FM / SSB (always USB) 

Free download @ //www.wtihkj.com 
Required files 

— Fldigi 

— Flmsg 

— Flwrap 

— Flamp 
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Fidigi Modes 


e Common emcomm modes 
— HF: MT63-500L 
— VHF/UHF: MT63-2000L 


e Tolerant of audio levels — careful tweaking not required 
e Loss of 1 to 2 seconds of signal without loss of data 
— With RSID enabled Fldigi is able to automatically 
switch modes based on information in the received 
transmission 
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Ai fidigi - NL7FQ _ - : -_ {cn |= Sa 
File Op Mode - Configure View Logbook Help |@RxID | @TxID | TUNE | | 
2 |Q] Fra|1500 [on joff|o0s3 | In| Out | 


Contestia » area 
DominoEX > [| cal nd A | 
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MT63-500S 
MT63-500L 
MT63-1000S 
MT63-1000L 
MT63-2000S 
MT63-2000L 


THOR 

Throb 

WEFAX 
Navtex/SitorB 
WWv 

Freq Scan 

I Freq Analysis 
SSB 

Show all modes 
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Fidigi updates 


Not automatic — download from website and 
install 


Occur frequently — no notification sent 
Same directory — no backup 

New directory 

— Have a backup if problem with new version 
— Must go back and cleanup old versions 


— Need to reset some parameters 
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Fidigi messages 


Chat mode for informal communications 
Fimsg 

— Many built in forms — ICS, Radiogram 

— Create templates with text editor 

Save & create “wrap” to insert check sum 
Include attachments 

— Size = time. A 12k .xls = 2k .csv 


If using repeater, message must take less time 
than repeater time out 
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e Open received file in message format, read in 
receive window, open as HTML doc 
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e Get on the air assistance by checking into the 
Monday night Digital Net @ 2000 hrs on the 
ACS Columbia Tower repreater 444.550 + 
141.3 
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~~ FLMSG: 2.0.9 
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File [FG] Template Config AutoSend 

| Plaint{ Drag-n-Drop file: new.p2s 

Title Blank age 
CAP » 
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Plaintext 
Radiogram 
Red Cross > 
Transfer 
Weather 4 


C\Comp |bases4 fw |{mT63-2KL [Fy |(*) [145 bytes / 13 secs 


Winlink RMS Express 


e One to one — store and forward e-mail system 
— Uses 5 CMS servers located around the world 
e Radio or internet (telenet) 
— Radio access through IGATES (gateways) or nodes 
— List of access points update in program 
e HF-/ VHF / UHF 
e Uses a digipeter - will not work over a voice repeater 
e Requires interface 
— VHF 1200 baud /UHF 9600 baud: TNC or TNC-x 


— HF: Pactor modem, soundcard or WINMORE 
e Pactor modem = SSSS 
e WINMORE sound card emulator 


Peer to peer messaging allows for direct connection 
between senders — does not require internet. 


Free 
Down load from //winlink.org 
PC based but will run on MAC using VM engine 


Updates self install from an on-screen prompt as they 
become available 


Allows for attachments 

Has peer to peer mode for direct contact 
— May 5th Saturday drill will be a chance to test 
Create message templates with text editor 
— No forms included 
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e In case of an internet failure, can use a local 
RMS “relay” station to act as a CMS for store 
and forward in the region. 


e Can send e-mail to another winlink user or to 
any internet e-mail address ' 


e Non HAM internet uses can e-mail winlink users f, 
— Must have //WL2K at start of subject line 2 

: - 

e After install send a message to create an o 


o 
internet account so you can access e-mail @ the . 
winlink.org web site 7 
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 NL7FQ ~ Files Message Attachments MoveTo: Saved Items v Delete | Open Session: || Telnet WL2K ~| logs Help 
Di\AAAIB\F EST |A|G|>|O | 
In Telnet WL2K session. 


Inbox (0 unread) 
Read Items (0) 
Outbox (0) 
Sentltems (7) 
Saved Items (0) 
Deleted Items (2) 


WA7AUB 
whowse@aol.com 
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iE RMS Express 1.3.2.0 - NL7FQ 7 - " Lo xe | 
NL7FQ + Files Message Attachments MoveTo: Saved Items ~ Delete Open Session: Logs Help 
Di\ABAIB|+EL|A|G|>+|O { 
In Telnet WL2K session. 
Date/Time sa 
Inbox (0 unread) 
Read Items (0) 
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HE RMS Express 1.3.2.0 - NL7FQ -_ - ay —_ _ | 
NL7FQ > Files Message Attachments MoveTo: Saved Items ~ Delete OpenSession: | packet WL2K >| Logs Help 

DiG@@O\G/+ F F|/E/4|\>/|O | 

In Packet WL2K session. 

Date/Time ~~ MessageID Size Source _Sender Recipient Subject 

Inbox (0 unread) 

Read lte — — 

Outbox (0) | BB Packet Winlink 2000 Session | §2f Packet Channel Selector x [=[Se| & | 

rae a Exit Setup Switch to Peer-|| Exit Select Channel Update Table Via Internet Update Table Via Radio 
ved Item 

Deleted Iter | Connection type: Direct Stations found within 160 kilometers of your grid square. 

Drafts (0) : : 

=, Connection script: 


Time to next Autoconnect - 60:00) 


“~* Starting WL2K packet session... 
* Initializing Kantronics; port COMS; 
“* Initialization failed - ““* Failed to op 
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Exit Setup Start Stop Time to next Autoconnect - Disabled 


;FW: NL7FQ 
[RMS Express-1.3.2.0-B2FHMS] 
; WL2K DE NL7FQ (CN87VO) 
FC EM NR3P7J4UNGPV 208 191 0 
F> 61 

FSY 

= Sending NR3P7J4UNQPV. 

FC EM H4W7DX74JJKC 284 239 0 

~ “Completed send of message NR3P7J4UNGPV 


“ Receiving H4W7DX74JJKC 
“" H4W7DX74JJKC - 299/250 bytes received 


Disconnected 
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NL7FQ ~ Files Message Attachments MoveTo: Saved Items y Delete Open Session: | Telnet WL2K ~| Logs Help 
QiABAA!/t+ EY |G\>+\@ 


Inbox (0 unread) | |e 2015/04/09 19:35 H4W7DX74JJKC 278 SMTP SMTPtcloonan NL7FQ WL2K Comm Academy 
Read Items (0) 
Outbox (0) 
Sentltems (8) 
Saved Items (0) 
Deleted Items (0) 
Drafts (0) 


Message ID: H4W7DX74JdKC a 
Date: 2015/04/09 19:35 
From: tcloonan@outlook.com 
To: NL7FQ 
Source: SMTP 
Subject: //WL2K Comm Academy 


: er Message originated from an external e-mail address. It needs to have //WL2K in the message subject to pass the CMS message filter. 
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EasyPal 


A picture is worth a 1000 words 
Quick damage assessment confirmation 


Free download @ //www.kcics.com 


— No new versions not.be available. Author just 


became.a SK and source code not available at this 


time 


Same. equipment requirements as Flidigi 
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Your served agency has sent you out to doa 
windshield damage assessment. You report back 
that a road is totally destroyed. They ask you 
explain “totally” so you snap a picture, upload it 
to your laptop, and send it with EasyPal. Now 
understand totally. 
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EasyPal WRSJ 


‘keer «Prog About 


He 


Callsign Mode | 
—-_=]) RY | Weeh i: 
‘ & j ErrFex 


QAM | 


Leadin | 


1964 Alashs-f-Quake, ino 


Or you report that an evacuation route is 
completely blocked with traffic. 
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@ EasyPal - NL7FQ - Ver:07/OCT/2014 -. 
Setup Hybrid Action LoadPic LoadAny Copy Paste WFPic WFIxt Rptr 


TX |/RX RX | TX |View | Edit | MSC 
K7JGM Mode |B ||/B 
CT Rx He} Width] 2.41/2.4 
[1] snr_—s BJ ErrFix| HI || HI 
16 || 16 


Total - QAM 
OK Segs - Leadin | 24 


- remaining segments 


Hwy to the Sun.jpg 


FTP Clear 
Mov 


About 


72Secs 14K 


|SET| Gamma | <}| >| 
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Fildigi or Winlink 


Prior to the January 5th Saturday EOC to EOC drill, 
there was a lot of discussion as which digital 
mode to use. Even with standards for 
interoperability, be prepared to use a many 
modes as you can — redundancy removes 
bottlenecks. 


nt | ee ee ee ee ere | Se 


Resources 


www.winlink.org RMS Express 


www.w1hkj.com Fidigi 
www.kcics.com  EasyPal 


Digital net: 
— Monday @ 2000hrs on 444.550mhz + 141.3hz 
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thepunthatyouwant.tumbir.com 


Two antennas met on a roof, fell in 
love and got married. The ceremony 
wasn't much, but the reception 
was excellent. 


